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Executive Summary

Email is the preferred attack vector for malware because malware can be hidden in file-based 

attachments or malicious URLs. Cyberattacks are taking advantage of human error as the weakest 

link, thus IT security departments should not rely solely on user awareness.

Email security solutions must incorporate anti-malware, zero-day mitigation and URL analysis to be 

effective against these threats.
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According to the 2020 Verizon Data Breach Incident Report, email links and email attachments 

are two of the three most common attack vectors for malware.1 Overall, email is responsible for 

delivering more malware than any other method, and malicious Office documents and Windows 

applications are the most common malicious file types. When it comes to data breaches, phishing 

is the top threat action.2,3

Financially motivated social engineering attacks, such as business email compromise, are also on 

the rise. According to the 2020 FBI Internet Crime Report, business email compromise accounted 

for one-third of reported losses that cost $1.8 billion.4 These attacks can be much more difficult to 

detect than malware since they rely on more subtle methods, such as domain name spoofing.

Pragmatically, email security needs to address file-based malware and zero-day attacks, phishing 

URLs and malicious URLs, and business email compromise. Mitigating SPAM can also improve 

security by minimizing distractions. Certain compliance regulations and security frameworks may 

also require data loss prevention (DLP) to protect privacy and other confidential information.5

This White Paper will describe the best ways to prevent protect against malicious content delivered 

through email while still allowing users to use email for their business communications business as 

usual. You will learn:

 ▪ Key trends of cyberattacks delivered through emails. 

 ▪ Emerging technologies to enhance the level of protection for emails.

 ▪ Challenges that IT security departments face every day.

 ▪ How OPSWAT protects your business by ensuring email security. 

Introduction
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Email was invented in the 1970s and the first phishing attacks emerged in the 1990s, but email-

based attacks are more common now than ever before – according to Verizon, 94 percent of 

malware is delivered via email.6 This is partly because the barrier to entry for attackers is so low. 

Free email accounts and freemium trials of professional contact databases make it easy for 

attackers to develop lists of targets and to mass email them. 

Threat actors range from financially motivated to politically motivated. Attacks can be conducted 

with very little skill required. Attackers with limited technical knowledge can purchase phishing kits 

on the dark web. Business email compromise attacks do not require malware. On the other end of 

the spectrum, nation-states leverage email in targeted attacks, such as the Fancy Bear attack on 

John Podesta7.

File-based Threats

Email is responsible for delivering more malware than any other method because attackers can 

send file-based malware as attachments. Common productivity file types may be infected with 

malware and zero-day attacks. Malicious macros and URLs can be embedded into images or in 

a hidden script. Once opened, these files may steal passwords, install Trojans or ransomware, or 

download additional malicious files. A common tactic is for an attacker to send a malicious PDF 

labeled as an invoice or a shipping notification, which entices the user to open it.

The Challenge of 
Email Threats



5

   |   Best Practices for Email Security and Critical Infrastructure Protection

URL-based Threats

Malicious URLs, which are frequently disguised in phishing emails, can also be used to deliver 

malware when a user clicks on a link. Account takeover attacks leverage credential phishing emails 

that hyperlink to a realistic-looking log-in page, which harvest usernames and passwords. Phishing 

click-through rates are less than five percent, but when you consider the tremendous volume of 

these attacks, they can quickly accumulate victims.

Targeted Attacks

Spear-phishing and business email compromise (BEC) attacks are two types of targeted attacks. 

Spear-phishing attacks may leverage file-based and URL-based attack vectors, combined with 

more personalized customization to encourage their targets to open malware, click on malicious 

links or share their account credentials. On the other hand, BEC attacks eschew malware and 

credential phishing entirely. Instead, BEC attacks target finance teams with fake invoices and 

fraudulent wire transfers, often impersonating the company’s CEO or CFO to create a sense of 

urgency.

Social Engineering Techniques

Email-based attacks frequently make use of display name spoofing, domain name spoofing, or 

domain name hijacking. Display name spoofing is when an attacker changes their name in their 

email settings to seem like someone else. Domain name spoofing is when an attacker registers a 

domain name that is intended legitimate URL but adds or removes a few characters. Domain name 

hijacking enables attackers to send an unauthorized email from a legitimate domain. By appearing 

to come from a legitimate and trusted source, a user is more likely to open the attachment, click on 

a URL, or transfer corporate funds to an unknown bank account.

SPAM

SPAM derives its name from a classic Monty Python comedy sketch that uses the word “SPAM” 

nearly 100 times in two minutes. SPAM emails can quickly add up in a similar fashion. SPAM emails 

hinder productivity by clogging email inboxes with worthless messages. Filters can prevent SPAM 

emails from being delivered, but false positives may occur, which prevent legitimate messages 

from being delivered as well.

Compliance

Several industry regulations exist that impose data security requirements on companies, such 

as GDPR, HIPAA, PCI, GLBA, and FINRA. As an example, every company must keep customer and 

employee records safe according to EU data protection regulations. While many companies 

continue to use email to exchange confidential data, this is strongly discouraged. Email can be 

intercepted and expose confidential information accidentally sent through email.
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Email security can encompass encryption, network security, and email server management. 

These best practices are focused on protecting end-users and preventing malware. Many security 

frameworks and compliance regulations require security awareness training, but it must be 

supplemented with technical controls. A multi-faceted approach is required to mitigate the file-

based and URL-based nature of email attacks.

Attachment-based Security

Organizations should assume that all attachments are malicious since anyone can use email to 

send any file type. The most common productivity files are also those most frequently used in 

attacks, but it is not feasible for an organization to block these file types. Malware scanning and 

content filtering can prevent malicious files from being delivered but are still susceptible to zero-

day attacks. The strongest approach an organization can take is to remove potentially malicious 

content by sanitizing suspicious files and emails.

URL-based Security

URLs present a similar security dilemma since hyperlinks can be used to obfuscate malware, but 

blocking them would hinder productivity. Therefore, email security solutions need to be able to 

analyze embedded URLs to determine if the domain is malicious or disreputable. Suspicious URLs 

should be redirected to real-time reputation checks. Machine learning can assist in this process by 

modeling reputable behavior and detecting anomalies. This technique can also be applied to SPAM 

to ensure low false-positive rates.

Email Security Best Practices
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Data Loss Prevention

Organizations may be required to comply with industry regulations, such as PCI, HIPAA, and GDPR, 

to protect personally identifiable information (PII) and patient health information (PHI). Malicious 

insiders and careless employees can easily send sensitive information via email, so organizations 

should enforce controls that redact this protected information to avoid compliance violations.

Phishing Attacks

Protect users from spam and phishing attacks. Examine all emails using an AI-based anti-spam 

engine with high detection and low false-positive rates. Protect users from phishing attacks, by 

neutralizing all malicious links. Replace unsafe hyperlinks in delivered emails with links redirected 

to real-time reputation checks. 

Zero-Day Attacks

Use prevention-based CDR technologies against zero-day targeted attacks and unknown threats. 

Apply 30x faster prevention-based CDR to complement or replace the detection-based sandbox 

technologies. Email attachments should be sanitized by removing any possible embedded threats. 

Once the file has been sanitized for all potentially malicious content the reconstructed and fully 

useable file should be delivered. Decrypt and do the same for all password-protected attachments 

as well. 

Multiscanning

Scan with multiple AV engines to receive up to 98% malware detection rates and decreased 

outbreak detection time. Analyze emails by using signatures, heuristics, and machine learning 

technologies. Use multiple anti-malware engines to significantly increase the chance that a new 

threat is quickly detected and remediated.

Compliance

Prevent sensitive content from entering or leaving your organization via email. Check and use 

redaction technology to prevent PII violations. Comply with industry regulations, such as PCI, HIPAA, 

GLBA, GDPR, and FINRA, by checking the content of the emails.
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OPSWAT MetaDefender Email Gateway  
Security combines multiple threat detection  

and mitigation strategies to secure email traffic.

OPSWAT solutions can help achieve email security best practices, including:

1. Malware Scanning

2. Zero-Day Mitigation

3. Domain Reputation Analysis

4. Proactive Data Loss Prevention (DLP)

OPSWAT technology addresses all cybersecurity threats on emails and offers advanced threat 

prevention, while significantly decreasing the outbreak detection time of malware (to virtually zero). 

It neutralizes attachments before they are delivered to prevent zero-day attacks, as well as uses 

the best-of-breed anti-spam and anti-phishing engines to prevent spam outbreaks and phishing 

attacks.

Malware Multiscanning Enables Superior Threat Protection

OPSWAT offers advanced threat prevention and protection against malware outbreaks, initiated 

through email. OPSWAT scans every email with up to 30+ anti-malware engines that use signatures, 

heuristics, and machine learning technologies, resulting in detection rates exceeding 99%. Most 

secure email gateways have one anti-malware engine, and no matter how often virus definitions 

are updated, any given anti-malware engine is going to miss some threats.  By using multiple 

anti-malware engines at once companies can significantly increase the chance that a new threat is 

quickly detected and remediated.

OPSWAT Email Security Solutions
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Deep CDR Sanitizes Suspicious Attachments to Prevent Zero-Day 
Attacks

OPSWAT prevents zero-day attacks and weaponized content that evades detection and sandboxing. 

OPSWAT Deep Content Disarm and Reconstruction (Deep CDR) technology sanitizes over 100 

common file types to removed embedded threats and potentially malicious content outputting 

clean, usable files to ensure maximum security and productivity.

Analyze the Reputation of URL Domains to Prevent Phishing and 
BEC

Block emails with known phishing links and SPAM domains. Intercept malicious emails before they 

reach a user’s inbox by checking the reputation of domains in the email headers and embedded 

URLs in the body. Real-time click analysis extends protection performance and utilizes additional 

URL reputation check at the time of clicking. Machine learning and advanced heuristic filters 

provide advanced protection against spear-phishing and BEC attacks.

Block SPAM with Industry-Leading Detection Rates

Use one of the most powerful spam filter technologies in the market. Above the industry average, it 

provides the highest detection rates (over 99%) while keeping false-positive rates at almost zero. It 

examines the content of the emails and neutralizes all malicious links. It also analyzes the emails 

with multi-threading and concurrency scanning through a wide range of blacklists and applies 

image-filter detection to identify matches in different fingerprints to prevent real-time spam 

outbreaks. 

Maintain Compliance with Regulations by Redacting Confidential 
Information

Prevent confidential information from entering or leaving your organization to address a variety 

of compliance regulations. OPSWAT Proactive Data Loss Prevention (DLP) automatically redacts 

confidential information to maintain compliance. MetaDefender Email Gateway Security can 

prevent emails with confidential information from entering or leaving the organization by content-

checking the email body and attachments.
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Each of OPSWAT’s technologies support an array of features and functions, allowing solutions adaptable to any 
circumstance. 
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Email security solutions must be adaptable to the file-based and URL-based nature of threats. 

OPSWAT MetaDefender Email Gateway Security is a purpose-built product, to provide a new 

approach for email security to Critical Infrastructure Protection (CIP) and corporate networks. This is 

the only product that enables you to evolve your email security reaching 99% of protection. 

Conclusion



12

   |   Best Practices for Email Security and Critical Infrastructure Protection

References

1 enterprise.verizon.com/resources/reports/2021/2021-data-breach-investigations-report.pdf

2  www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-
unexpected-victim

3 securityboulevard.com/2020/12/staggering-phishing-statistics-in-2020/

4 ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf

5 www.enisa.europa.eu/news/enisa-news/enisa-threat-landscape-2020

6 enterprise.verizon.com/resources/reports/2021/2021-data-breach-investigations-report.pdf

7 en.wikipedia.org/wiki/Podesta_emails

About OPSWAT

OPSWAT is a global leader in critical infrastructure cybersecurity that helps protect the world’s 

mission-critical organizations from malware and zero-day attacks. To minimize the risk of 

compromise, OPSWAT Critical Infrastructure Protection solutions enable both public and private 

organizations to implement processes that ensure the secure transfer of files and devices to and 

from critical networks. 

More than 1,000 organizations worldwide spanning Financial Services, Defense, Manufacturing, 

Energy, Aerospace, and Transportation Systems trust OPSWAT to secure their files and devices; 

ensure compliance with industry and government-driven policies and regulations, and protect their 

reputation, finances, employees and relationships from cyber-driven disruption.

OPSWAT offers a comprehensive suite of cybersecurity solutions:

Cross-Domain 
Solutions

Storage 
Security

Secure Access

Malware 
Analysis

File Upload 
Security

Email 
Security

Network 
Access 
Control

Developer 
Tools

For more information on OPSWAT, visit opswat.com. Also visit us 

on LinkedIn, Twitter, Facebook, and YouTube.
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